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PIR Security Administration

PIR is secured in accordance with Federal Information Security
Management Act of 2002 (FISMA) and other federal laws and
regulations for IT systems security that apply. Access to PIR data is
constrained by the Agency Location Code. The ALC is a unique
identifier assigned to every agency for reporting receipts and
disbursements.

A PIR user must request and be granted access to view ALC data by
an ALC approver. ALC approvers are assigned to each agency and
have the responsibility of ensuring that PIR users have a business
justification and “need to know” for accessing ALC data.
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PIR Enrollment Process

« Approving Official is self delegated

el © Delegates Agency Approver
Official

« Agency designates at least two ALC approvers for PIR
X « Agency Approver self enrolls to gain access to the Agency ALCs
Wl . The PIR Help Desk adds agency approvers

« Agency approver grants access to their agency users under their
disbursing authority per ALCs

» Enterprise ID and password is required for single sign on
* Individual self enrolls in the application
« PKI token credential is required*

Enrollment

Requirements
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PIR Enrollment Process Approving Officials

Agency
1. Completes Approving Official Letter and ALC Approver forms found on

the PIR Getting Started page at...
http://www.fms.treas.qov/pir/getting-started.html

2. Approving Official sends the completed forms to the PIR Help Desk
for processing.

Note: Each Agency is should identify a minimum of two PIR ALC
Approvers

PIR Help Desk
1. Validates Approving Official
2. Sets up the designated individuals as ALC Approvers
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Approving Official - Sample

From: JohnD.Doe

Director
Subject: Approving Official Self-delegation.
In accordance with the authority vested in me as Director, Office of Personnel Management,
Washington, DC, I hereby self-designate myself as Approving Official. Ashead of agency. I
reserve the right to relegate this authority.
The following Agency Location Code is applicable: 2018 1001.
If vou should have any questions, please contact Jane D. Doe, at (816) 414-2340,

...... I —

ImhﬁD..Doe
Director
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Page 6 LEAD - TRANSFORM - DELIVER \&P'Rkﬁi’%’éﬂﬁ%’"



ALC Approver Form

This is to advise that

{(Non Treasurv Disbursed Office name)

has designated the following

individuals to be ALC approvers:

ALC

Last Name

First Name

Email Address

Having approver status gives the individual the ability to grant other agency user’s access to the agencies ALCs
within the PIR application to review pavment datarelated to that ALC. Please note that PIR is secured in
accordance with Federal Information Securitv Management Act of 2002 (FISMA) and other federal laws and
regulations for IT svstems security that apply. Access to PIR datais constrained bv the Agency Location Code.
The ALC s a unique identifier assigned to every agency for reporting receipts and disbursements.

A PIR user must request and be granted access to view ALC data by an ALC approver. ALC approvers are
assigned to each agency and have the responsibility of ensuring that PIR users have a business justification and
“need to know™ for accessing ALC data.

Please sign and date:

(Name)
(Title)
{Signature)
{Address)
(Phone)
{Email Address)

Date

Send the completed form to:

Department of the Treasury

Financial Management Service

Kansas City Financial Center

4241 NE_34']‘ Street
* * PAYMENT
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Agency ALC Approver

ALC Approver Responsibility

« Gives an individual the ability to grant other agency user’s access to the
agencies ALCs within the PIR application to review payment data related
to that ALC

« ALC approvers are assigned to each agency and have the responsibility
of ensuring that PIR users have a business justification and “need to
know” for accessing ALC data

Establishing an ALC Approver

1. Approving Official sends the completed forms to the PIR Help Desk
for processing.

2. ALC Approver Self Enrolls as a PIR Agency User by following the
Instructions outlined under Establishing an Agency User.

Note: Each Agency is should identify a minimum of two PIR ALC
Approvers
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Agency Approver Flow
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FIR Agency Appraver Process Flow

Completes Official
Appraver Letter
=
(]
= sends Letters to R Ap_prn;era
o BCEivE ACCESS
s Completes ALC Holp Blge Granted Email
Appraver Letter
&
=%
E Calls Ao prover Add Appravers
B Apprm.ring —a validated? es—wl & Appropriate
o Official ALC s
T
I PIR i
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Establish
SSO

Request
PIR

Request

PKI Token

Account Account

Establishing an Agency User

e
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Agency User

Overview

« Access to PIR data is constrained by the Agency Location Code

« The ALC is a unique identifier assigned to every agency for
reporting receipts and disbursements

 APIR Agency User must request and be granted access to view
ALC data by an ALC approver
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Step 1 — Establishing a SSO

» Agency User establishes a Single Sign On (SSO) account

* Note: Agency Users that access other applications with a SSO
account (i.e.,OTCnet, Debit Gateway, FedDebt, FIRST(SID) GWA,
JFICS, SAM, SIMS IV, TCIS) can skip Step 1 under Establishing a
SSO and proceed to Step 1 under Existing SSO Account.

» Click on the following to request a SSO user id & password
https://req.fms.treas.gov/selfenroll/reqister
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FMS SSO Self Enrollment

ittpsiffreq-pps.frs.treas.gow/selfenrall/register - Windows Internet Explorer

A0~ [ zig L

File Edit View Favoritey/ Tools  Help
= — »
T Favorites |53 -|;2’HP ALM - Quality Cent.. ||| Software Development .. ‘@https:lfrag-pps‘fms.... x| | &~ v [ v Pagev Safetyv Tpolsv @~

Establish
SSO

Account

S Seif Enroliment

Fields with (*) are required

Legal Prefix

Generational
Identifiers / Suffix

Title
Emall *

Re-Enter Email *
Sponsoring Application
*

FIR (S50) -

Crganization * FA_Federal Reserve System

m

External Su

Mabile Phone
|8 Office Phone * Search:

Office EX
Pager Number
Office Fax

Office Room MNurmber . i m yatem e
Office Street Address *

Office Street Address 2
Office City *

[

fmsoraname ‘ Contains  ~ Reserve System

I [Sen]

hfilter - Windows Internet Explorer = 5|
I

Office Zip *
Office Country *

BUREAU OF THE
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Email Approval Notification

Establish
SSO Approval
Account

Create
Password

ITiM kent.gillespie 022772012 11:50 ahd
Show Details

‘_ / Successfully created your account| kgilleO1jon Single Sign On {(FSLDAP).

Sucecessfully created your account kgilleOl on 3ingle Sign On (FSLDAP) .
Pleaze logon to the ITIM Syatem and change the hew account password. Then vou mway bhegih using
YOUr hew account.

Thiz emwmail was generated by the ITIH svstem during the processing of one or more regquests. The
ITIM =y3tem cah he accessed at https://regs.fwms.treas.gov/itimiself.

BUREAU OF THE
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Email Approval Notification

Establish

Create

SSO Approval Password

Account

‘_ The ITIM System created a new Single Sign On (FSLDAP) account for Kent Gillespie
’“' ITIM 10 kent.gillespie 0212772012 11:50 &M
Show Details

The ITIM System created & new Single Sign On (FSLDAP) account for Eent Gillespie Note: Time is of the
Fent Gillespies Single Sign On (FSLDAP) initial password 130 | . pw s s s essence as the

Please logon to change your password. temporary password is
only valid for 30 days

Thiz ewail was generated by the ITIN system during the processing of one or more
ITIN aystew can he accessed at https://regs.fms.treas.gov/itim/self,

requests. The
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Initial SSO Sign In

Create

P File  Edit  Wiew Fg/(rites Tools  Help
asswor ¢ Favorites & FMAS Enterprise Single Sign On Log In o~ v [ g v Pagev Safety~ Tools~ (@~

Change Passwaord | Forgot your Passwaord? | Fargot your User 1d? [ Register

3

Select an authentication method and enter your credentials

Log In using your FMS:

To log in using your FMS Single Sign On User ID and Password, please enter your User ID and Passward,
550 User ID and Password b

User IC:

assword:
SecurlD Token

Forgot your User Id?
Forgot your Password?

PKI Certificate

“fou have accessed a United States Government computer, Unauthorized use of thiz computer is a violation of federal law and may subject you to

WARNING civil and criminal penalties, This computer and the autormated systems, which run on it, are monitored, Individuals are not guaranteed privacy while
WARMIMG A s L A A h
| WARHING using government computers and should, therefore, not expect it. Communications made uzing this systern may be disclosed as allowed by federal

aw.

Done o Trusted sites | Protected Mode: Off EE 1]

|>

*
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Step 1 — Existing SSO Account

« Scenario A — Forgot you had an account

 If you receive an error instead of a “Success” message indicating the
email address is a duplicate, you may already have an SSO account

e Contact PIR.Help.Desk@fms.treas.gov or
PIR.Help.Desk@fiscal.treasury.gov or 816-414-2340

« Scenario B — Forgot your user ID

e Contact PIR.Help.Desk@fms.treas.gov or
PIR.Help.Desk@fiscal.treasury.gov or 816-414-2340
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Request
PIR

Request

PKI Token

Account Account
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Step 2 — Create PIR Account

« Agency User requests a PIR account through ITIM noting the ALCs
for which they will require access

Note: Request requires approval by a designated Agency Approver
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Create PIR Account

21

& 1BM Tivoli Identity Manager - Home - Windows Internet Explorer

File  Edit  Wiew

5.7 Favorites 95

RequeSt Welcome, Kent G
PIR

Account

PIR ALC Verify

Account

Permission

1. Goto the ITIM Home Page
2. Click on the Request Account
Link

@\_}' - |g httpsifireg-ppsfms treas. govfitim/self/Home.do

Favorites Tools  Help

~ | 72 HP ALM - Quality Cent..,

Identity Manager

Software Development .. | € IBM Tivoli ldentity ..

~ ol Certificate Error ‘ "1»| A | |

Safety v Tools = | ?

v Pagev

Help Logoft
My Password Change Password
= Use this link to change your passwords
™
L]
Chanue Forgotten Password Information
Use this link if you need to change the information required to log in when you have
forgotten your password.
My Access Request Account
Request a new account
Delete Account
Delete one of your existing accounts
Wiew or Change Account
Change one of your existing accounts.
My Profile View or Change Profile
Q “iew and edit your personal profile
My Requests View My Reguests
E “iew the reguests you have recently submitted.
My Activities Approve and Review Requests
“iew and take action on activities that are assigned to you.
Delegate Activities
Delegate your activities to another person or stop delegating your activities.
J Trusted sites | Protected Mode: Off ‘g v WLk
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Select Application
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PIR ALC
Permission

Request PIR
Account

Tivoli. Identity Manager

Welcome, Kent G
Home = Request account

Request Account

Enter infarmation to search for the type of account you would like to request.

o

Search for;
PIR

S

Search

Search Results
Click the account type that you would like to re

Account Type e Description
PIR
Page 1 of 1 Total: 1 Displayed: 1

Go to Home Page

Enter PIR in the Search for field
Click on PIR

Page 22
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Role & ALC selection ”

1. Select PIR Agency Users as your role

Request PIR ALC Verify

Account Permission Account

Tiwoli. identity Manager T
Walcome, WAT Helpdskid

» R

. Halp Logol
nl = Account infammalsn
Account Infermation

Type the requested information below, When you are done

. ; g with (+)
#* PIR Application ’%nle

User ID
kgilleO1

FIR Agency Users
PIR FiS Users
PIR Helpdesk Users

+ PR Applicalion Role
| -

Agsigned ALCS

Home » Reguest account > Account information > Search

Search for Assigned ALCs

Enter infarmation to search for & Assigned ALCS

Cross-Semcing ALCs Search by:

Search by alcagencylocationcode — e -

Search for:

Search for ALC(s) you need — |
Select the ALC

Search Results
Agency ALC Agpriir o Click below to select from the search results
WO . Click OK
|| select Al Hame
Accounl Stalus S

Search

2 G e =

] 00003030
Page 1 of 1 Total: 1 Displayed: 1 Selected: 0

Page 23
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Submit Request

PIR ALC
Permission

Home = Reguest account » Account information = Request account copdfnation
Request Account: PIR

Click Request Account to submit a request far a new account on PIR

Home > Request account > Request submitted

UserID: kaille01
Account type: FIR

Request Submitted: Request Account

| < Back | | Request Account | | Cancel |

You have submitted 2 request. Below is the information available to you at this time.

Request Detail

Request D BY99705029473893444
Date submitted: May 18, 2012 1:09:34 P
Request type: Account Add

AccountfAccess: koilleD1 on PIR

Related Tasks

* To check on the status of vour request, refer to the View My Regquests page.
* Tocreate another request, click on Regquest Account.
* To perform other tasks go to the Tivoli ldentity Manager Home page.

—
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PIR Account Request Process

 PIR ALC Approver processes the request for a PIR account in ITIM

« Approvers defined for your ALC receive a notification about your
request for a PIR account

« Approver signs into ITIM and approves or rejects your request

+* BUREAU OF THE
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View My Reqguests

(€ 1BM Tivoli Identity Manager - Home - Windows Internet Explorer E@
@@ - |,é_; https:/ireg-pps.fms treas.govditim/selffHarme.do w5 Certificate Errar |‘f| A | | Bing o -l

File  Edit Miew Favorites Tools  Help

E

7 Faverites B8~ 7 HP ALM - Quali... Software Develo.., | € BM TivoliId... Eiow B v ) om v Pagew Safetyw Tools v @~
; |

Tivoli. Identity Manager

Account Approve/ Request

H . Welcome, Kent G - Help Logyoff
Requests Reject History —
My Password Change Password
A Use this link to change your passwords.
+

Change Forgotten Password Information
Use this link if you need to change the infarmation required to log in
when you have forgotten your password

My Access Request Account
1. Click on “View My Requests” link = e e s

Delete Account

Screen appears with Requests Drlte cne oy xsing ccount
Click on one and detail page appears Change ane af your siting accauns

w N

m

My Profile View or Change Profile
Wiew and edit your persanal profile

Welcome, Kent G
Home = “iew my requests

Welcome, Kent G
J Home > “iew my requests = Request information

Request Information A

ests View My Requests
“Wiew the requests you have recently submitted.

View My Reguests

Click the request type to view its infi

Wiew:  Show last 31 days Request Detall
Request Type E— Statws | RequestD: BOGS70502957 3893548
Account Add May 18, 2012 1:09:34 PM Succedl Date submitted: May 18, 2012 1:09:34 P
User Data Change htay 16, 2012 12:17:25 Pl Succed Reguesttype:  Account Add " ;
Page1of1 Total:2 Displayed: 2 A i ities g
ceountthecess: kaille01 on PIR r Wiew and take action on activities that are assigned to you
Date completed: May 18, 2012 1:34:21 PM Delesate Activities

Delegate your activities to another person or stop delegating your

Go to Home Page activities.

Status Detail: Success

J Trusted sites | Protected Mode: Off aov mAE o~

Go to View My Requests

BUREAU OF THE
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Do you have a token?

Submit Token Access
PKI Form Set Up PIR

« If you have an active FMS issued Tier 1 PKI Certificate, a new token is
not required.

 Once PIR access is provisioned (Step 2), you should be able to
authenticate to the application with the existing Tier 1 PKI credential.

« If the user can not login to the application with the existing PKI
credentials, submit a ticket to the Help Desk for further troubleshooting

at:
 PIR.Help.Desk@fms.treas.qov or
 PIR.Help.Desk@fiscal.treasury.qov or

* 816-414-2340
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Completing PKI Form

Submit Token Access
PKI Form Set Up PIR

« Use the PKI form found on the PIR Getting Started page at
http://www.fms.treas.qov/pir/getting-started.html
» Enter information in the following sections

« Check the New Subscriber Box in Block 1 and complete
associated fields.

« Check the box for Enterprise Certificate
* Check the box for Rudimentary

« Enter PIR in the “Business System Requiring Certificate
section

« Complete Block 2 section of form by inputting Subscriber
iInformation

« Email the form to pir.pki@fms.treas.qov
 Allow two weeks for processing

+* BUREAU OF THE
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Token Set Up

Submit Token Verify
PKI Form Set Up Account

* Review information in the PKI Packet and do the following...

« Contact your agency’s workstation administrator to install the
software and hardware included in packet

« The administrator should ensure your workstation meets
hardware and software requirements and use the instructions
for set up that are outlined in the FMS PKI Agency Workstation
Requirements, Recommendations & Guidelines document

Note: Individuals have 25 days to follow instruction to burn token on
workstation after receipt of packet
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Complete and Return PKI Non-Disclosure Agreement

Submit Token Access
PKI Form Set Up PIR

« This form is included in your packet
« Complete the form
* Return using the address on the form

Note: Form must be returned within 21 days or privileges may be revoked!
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Access PIR

Submit Token Access
PKI Form Set Up PIR

You are now ready to access the PIR application at
https://pir.fms.treas.gov/pir-web
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Questions?

II
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Contacts

 PIR Webpage
 http://fms.treas.gov/pir/index.html

« Agency Outreach
 PIR.Agency.Outreach@fms.treas.gov

* PIR.Agency.Outreach@fiscal.treasury.gov
* PIR Help Desk
 PIR.Help.Desk@fms.treas.gov

* PIR.Help.Desk@fiscal.treasury.qgov

* 816-414-2340

*
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